
ComSec LLcComSec LLc
Counter Surveillance SpecialistCounter Surveillance Specialist
Eavesdropping CountermeasuresEavesdropping Countermeasures

Counterespionage & Eavesdropping Detection ServicesCounterespionage & Eavesdropping Detection Services



Who is ComSec LLc ?Who is ComSec LLc ?

 ComSec is a private counterespionage ComSec is a private counterespionage 
company, specializing in Electronic company, specializing in Electronic 
Eavesdropping Countermeasures and Eavesdropping Countermeasures and 

2009,Copyright ComSec LLc All 
Rights Reserved

Eavesdropping Countermeasures and Eavesdropping Countermeasures and 
highhigh--grade Technical Surveillance grade Technical Surveillance 
Countermeasures (TSCM) “sweeps” for Countermeasures (TSCM) “sweeps” for 
corporate, small business, industry, corporate, small business, industry, 
private and government clients. private and government clients. 



ComSec Program ServicesComSec Program Services
 TSCM SurveysTSCM Surveys
 In Conference MonitoringIn Conference Monitoring
 Tap SweepTap Sweep--Bug SweepsBug Sweeps

Technical Threat AnalysisTechnical Threat Analysis Technical Threat AnalysisTechnical Threat Analysis
 Advice and AssistanceAdvice and Assistance
 Awareness BriefingsAwareness Briefings
 Anti Surveillance ServicesAnti Surveillance Services
 Executive Risk ManagementExecutive Risk Management
 Communication Security (COMSEC)Communication Security (COMSEC)  



What is TSCM ?What is TSCM ?

 Technical Surveillance Countermeasures Technical Surveillance Countermeasures 
involves investigating the presence and involves investigating the presence and 
location of electronic eavesdropping location of electronic eavesdropping 
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location of electronic eavesdropping location of electronic eavesdropping 
threats and technical surveillance threats and technical surveillance 
devices. It includes procedures and devices. It includes procedures and 
measures aimed at identifying and measures aimed at identifying and 
minimizing executive, organizational minimizing executive, organizational 
and infraand infra--structural security risks.structural security risks.



Why TSCM?Why TSCM?

 The objective of the TSCM The objective of the TSCM 
Program is to detect and/or deter Program is to detect and/or deter 
a wide variety of technologies a wide variety of technologies 
and techniques that can be used and techniques that can be used 
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and techniques that can be used and techniques that can be used 
to to illegallyillegally obtain obtain unauthorizedunauthorized
access to your classified and or access to your classified and or 
sensitive unclassified business sensitive unclassified business 
information or intellectual information or intellectual 
property.property.



Objectives of theObjectives of the
TSCM ProgramTSCM Program

A ComSec TSCM Survey will provide a professional A ComSec TSCM Survey will provide a professional 
evaluation of your business, executive offices, evaluation of your business, executive offices, 
vehicles, aircraft or facility's security posture against vehicles, aircraft or facility's security posture against 
electronic espionage. The evaluation will consist of electronic espionage. The evaluation will consist of 
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electronic espionage. The evaluation will consist of electronic espionage. The evaluation will consist of 
thorough visual, electronic and physical examinations thorough visual, electronic and physical examinations 
to detect unauthorized audio and video devices to detect unauthorized audio and video devices 
(technical surveillance device). For example, RF, VHF, (technical surveillance device). For example, RF, VHF, 
UHF wireless transmitters (bug), wire & mic tap, UHF wireless transmitters (bug), wire & mic tap, 
telephone compromise tap, carrier current bug, micro telephone compromise tap, carrier current bug, micro 
wireless video device, laser & infra red eavesdropping wireless video device, laser & infra red eavesdropping 
device, etc. device, etc. 



THE THREATSTHE THREATS

 Economic EspionageEconomic Espionage
 Corporate EspionageCorporate Espionage
 Industrial EspionageIndustrial Espionage

Foreign AgentsForeign Agents

Terrorist

Insider

Foreign Agent

 Foreign AgentsForeign Agents
 TerroristsTerrorists
 ActivistsActivists
 Disgruntled EmployeesDisgruntled Employees

Competitor

Activist



Electronic Eavesdropping Devices Electronic Eavesdropping Devices 





There Are Many Ways ToThere Are Many Ways To
“Bug” A Room“Bug” A Room
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What Do I Do If I Discover AWhat Do I Do If I Discover A
Surveillance Device?Surveillance Device?

–– Cease all discussions in the area, but make Cease all discussions in the area, but make 
every effort to continue normal, routine every effort to continue normal, routine 
activities.activities.

–– Don’t mention what you’ve found.Don’t mention what you’ve found.
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–– Don’t mention what you’ve found.Don’t mention what you’ve found.
–– Maintain continuous surveillance over the Maintain continuous surveillance over the 

device.device.
–– Notify ComSec LLc  immediately by secure Notify ComSec LLc  immediately by secure 

means.means.



What to do If you suspect that your organization What to do If you suspect that your organization 
is the subject of illegal eavesdropping?is the subject of illegal eavesdropping?

Do not personally undertake any inspection and do not remove anyDo not personally undertake any inspection and do not remove any
object from the room suspected that may contain an eavesdropping object from the room suspected that may contain an eavesdropping 
device.device.

Do not voice your suspicions in the room(s) concerned.Do not voice your suspicions in the room(s) concerned.

Stop discussing any kind of confidential information  in the room(s)Stop discussing any kind of confidential information  in the room(s)  Stop discussing any kind of confidential information  in the room(s)Stop discussing any kind of confidential information  in the room(s)  
concerned.concerned.

Restrict knowledge of your suspicions within your organization.  Restrict knowledge of your suspicions within your organization.  
Apply a strict Apply a strict need to know need to know principle.principle.

If possible, monitor the room concerned and prevent objects fromIf possible, monitor the room concerned and prevent objects from
being removed or replaced.being removed or replaced.

Use a secure means to contact ComSec LLc using a telephone or Use a secure means to contact ComSec LLc using a telephone or 
computer away from your area of concern.computer away from your area of concern.



Contact ComSec LLc Today!Contact ComSec LLc Today!

Please contact COMSEC LLC. in Virginia Beach, Please contact COMSEC LLC. in Virginia Beach, 
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Please contact COMSEC LLC. in Virginia Beach, Please contact COMSEC LLC. in Virginia Beach, 
Virginia at  757Virginia at  757--615615--7053  or Phone/Fax  8667053  or Phone/Fax  866--535535--
0031 for a quote on your executive 0031 for a quote on your executive -- corporate corporate 
offices, business, vehicle, aircraft or facility using a offices, business, vehicle, aircraft or facility using a 
telephone or computer away from your area of telephone or computer away from your area of 
concern. concern. http://www.ComSecLLc.com/http://www.ComSecLLc.com/


